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ABSTRACT

Many organizations divide the network to manage the network in order to prevent the leakage of internal data between
separate organizations / departments by sending and receiving unnecessary traffic. The most fundamental network separation
method is based on physically separate equipment. However, there is a case where a network is divided and operated
logically by utilizing a virtual LAN (VLAN) network access control function that can be constructed at a lower cost. In this
study, we first examined the possibility of bypassing the logical network separation through VLAN ID scanning and double
encapsulation VLAN hopping attack. Then, we showed and implemented a data leak scenario by utilizing the acquired
VLAN ID. Furthermore, we proposed a simple and effective technique to detect and prevent the double encapsulation VLAN
hopping attack, which is also implemented for validation. We hope that this study improves security of organizations that
use the VLAN-based logical network separation by preventing internal data leakage or external cyber attack exploiting
double encapsulation VLAN vulnerability.
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Intranet PC, VLAN1O_PC
CWVLAN10_PC>python VLAN_Scanning.py
dst_mac : 00:E0:4C:37:91:A4
Scanning Start : 1 1025
Scanning Start : 1025 2049
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Scanning Start : 3073 4097
Scanning Complete : 3073 4097
Scanning Complete : 1025 2049
Scanning Complete : 2049 3073
Scanning Complete : 1 1025
Running Time : 13466.14

Internet PC, VLAN20O_PC

CWVLANZ20_PC>python VLAN_Scanning_Receiver.py
NativeVLANL:10  yourVLAN:20

Fig. 6. VLAN Scanning Results
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Fig. 9. Detection and Defense Module Flowchart

Switch Control

root@Kkali;/VLAN_module# python VLANtagMonitoring.py —m
OutPutFileName is [ 2016-12-12.txt ]

[Start] Monitoring Mode

Run to VLAN Double Encapsulation Attack Check Module.
VLAN Double Encapsulation Attack Non-detection !

VLAN Double Encapsulation Attack Detection !

Source IP Destination P Packet Frame Structure Source MAC
10.10.10.10 -> 255.255.255.255 ethernet frame, V10, V20, payload 24:f5:aa:dd:ba:64
10.10.10.10 -> 255.255.255.255 ethernet frame, V10, V20, payload 24:f5:aa:dd:ba:64
10.10.10.10 -> 255.255.255.255 ethernet frame, V10, V20, payload 24:f5:aa:dd:ba:64

[24F5.AADD.BA64] interface disable Success.

Fig. 10. Double Encapsulation detection results
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# state : interface Hettlnw execute "no shutdown"
if 'console(config 511/0/" in input_data:
console.write (" itdown \r\n")
time.sleep(l)
input_data = conscle.read(conscle.inWaiting())

console.write ("end\r\nend\r\n")
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